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(b) When notified of an increase in 
the MARSEC Level, the vessel owner 
or operator must ensure: 

(1) If a higher MARSEC Level is set 
for the port in which the vessel is lo-
cated or is about to enter, the vessel 
complies, without undue delay, with all 
measures specified in the VSP for com-
pliance with that higher MARSEC 
Level; 

(2) The COTP is notified as required 
by § 101.300(c) when compliance with 
the higher MARSEC Level has been im-
plemented; 

(3) For vessels in port, that compli-
ance with the higher MARSEC Level 
has taken place within 12 hours of the 
notification; and 

(4) If a higher MARSEC Level is set 
for the OCS facility with which the 
vessel is interfacing or is about to 
visit, the vessel complies, without 
undue delay, with all measures speci-
fied in the VSP for compliance with 
that higher MARSEC Level. 

(c) For MARSEC Levels 2 and 3, the 
Vessel Security Officer must brief all 
vessel personnel of identified threats, 
emphasize reporting procedures, and 
stress the need for increased vigilance. 

(d) An owner or operator whose ves-
sel is not in compliance with the re-
quirements of this section must inform 
the COTP and obtain approval prior to 
entering any port, prior to interfacing 
with another vessel or with a facility 
or to continuing operations. 

(e) For MARSEC Level 3, in addition 
to the requirements in this part, a ves-
sel owner or operator may be required 
to implement additional measures, 
pursuant to 33 CFR part 6, 160 or 165, as 
appropriate, which may include but are 
not limited to: 

(1) Arrangements to ensure that the 
vessel can be towed or moved if deemed 
necessary by the Coast Guard; 

(2) Use of waterborne security patrol; 
(3) Use of armed security personnel 

to control access to the vessel and to 
deter, to the maximum extent prac-
tical, a TSI; or 

(4) Screening the vessel for the pres-
ence of dangerous substances and de-
vices underwater or other threats. 

[USCG–2003–14749, 68 FR 39302, July 1, 2003, as 
amended at 68 FR 60514, Oct. 22, 2003] 

§ 104.245 Communications. 
(a) The Vessel Security Officer must 

have a means to effectively notify ves-
sel personnel of changes in security 
conditions on board the vessel. 

(b) Communications systems and pro-
cedures must allow effective and con-
tinuous communication between the 
vessel security personnel, facilities 
interfacing with the vessel, vessels 
interfacing with the vessel, and na-
tional or local authorities with secu-
rity responsibilities. 

(c) Communication systems and pro-
cedures must enable vessel personnel 
to notify, in a timely manner, shore 
side authorities or other vessels of a se-
curity threat or incident on board. 

§ 104.250 Procedures for interfacing 
with facilities and other vessels. 

(a) The vessel owner or operator 
must ensure that there are measures 
for interfacing with facilities and other 
vessels at all MARSEC Levels. 

(b) For each U.S. flag vessel that 
calls on foreign ports or facilities, the 
vessel owner or operator must ensure 
procedures for interfacing with those 
ports and facilities are established. 

§ 104.255 Declaration of Security 
(DoS). 

(a) Each vessel owner or operator 
must ensure procedures are established 
for requesting a DoS and for handling 
DoS requests from a facility or other 
vessel. 

(b) At MARSEC Level 1, the Master 
or Vessel Security Officer (VSO), or 
their designated representative, of any 
cruise ship or manned vessel carrying 
Certain Dangerous Cargoes, in bulk, 
must complete and sign a DoS with the 
VSO or Facility Security Officer 
(FSO), or their designated representa-
tive, of any vessel or facility with 
which it interfaces. 

(1) For a vessel-to-facility interface, 
prior to arrival of a vessel to a facility, 
the FSO and Master, VSO, or their des-
ignated representatives must coordi-
nate security needs and procedures, 
and agree upon the contents of the DoS 
for the period of time the vessel is at 
the facility. Upon a vessel’s arrival to 
a facility and prior to any passenger 
embarkation or disembarkation or 
cargo transfer operation, the FSO or 

VerDate Mar<15>2010 14:47 Aug 20, 2010 Jkt 220130 PO 00000 Frm 00354 Fmt 8010 Sfmt 8010 Y:\SGML\220130.XXX 220130er
ow

e 
on

 D
S

K
G

8S
O

Y
B

1P
R

O
D

 w
ith

 C
F

R



345 

Coast Guard, DHS § 104.265 

Master, VSO, or designated representa-
tives must sign the written DoS. 

(2) For a vessel engaging in a vessel- 
to-vessel activity, prior to the activity, 
the respective Masters, VSOs, or their 
designated representatives must co-
ordinate security needs and procedures, 
and agree upon the contents of the DoS 
for the period of the vessel-to-vessel 
activity. Upon the vessel-to-vessel ac-
tivity and prior to any passenger em-
barkation or disembarkation or cargo 
transfer operation, the respective Mas-
ters, VSOs, or designated representa-
tives must sign the written DoS. 

(c) At MARSEC Levels 2 and 3, the 
Master, VSO, or designated representa-
tive of any manned vessel required to 
comply with this part must coordinate 
security needs and procedures, and 
agree upon the contents of the DoS for 
the period of the vessel-to-vessel activ-
ity. Upon the vessel-to-vessel activity 
and prior to any passenger embar-
kation or disembarkation or cargo 
transfer operation, the respective Mas-
ters, VSOs, or designated representa-
tives must sign the written DoS. 

(d) At MARSEC Levels 2 and 3, the 
Master, VSO, or designated representa-
tive of any manned vessel required to 
comply with this part must coordinate 
security needs and procedures, and 
agree upon the contents of the DoS for 
the period the vessel is at the facility. 
Upon the vessel’s arrival to a facility 
and prior to any passenger embar-
kation or disembarkation or cargo 
transfer operation, the respective FSO 
and Master, VSO, or designated rep-
resentatives must sign the written 
DoS. 

(e) At MARSEC Levels 1 and 2, VSOs 
of vessels that frequently interface 
with the same facility may implement 
a continuing DoS for multiple visits, 
provided that: 

(1) The DoS is valid for the specific 
MARSEC Level; 

(2) The effective period at MARSEC 
Level 1 does not exceed 90 days; and 

(3) The effective period at MARSEC 
Level 2 does not exceed 30 days. 

(f) When the MARSEC Level in-
creases beyond the level contained in 
the DoS, the continuing DoS becomes 
void and a new DoS must be signed and 
implemented in accordance with this 
section. 

(g) The COTP may require at any 
time, at any MARSEC Level, any 
manned vessel subject to this part to 
implement a DoS with the VSO or FSO 
prior to any vessel-to-vessel activity or 
vessel-to-facility interface when he or 
she deems it necessary. 

[USCG–2003–14749, 68 FR 39302, July 1, 2003, as 
amended at 68 FR 60514, Oct. 22, 2003] 

§ 104.260 Security systems and equip-
ment maintenance. 

(a) Security systems and equipment 
must be in good working order and in-
spected, tested, calibrated and main-
tained according to the manufacturer’s 
recommendation. 

(b) The results of testing completed 
under paragraph (a) of this section 
shall be recorded in accordance with 
§ 104.235. Any deficiencies shall be 
promptly corrected. 

(c) The Vessel Security Plan (VSP) 
must include procedures for identifying 
and responding to security system and 
equipment failures or malfunctions. 

§ 104.265 Security measures for access 
control. 

(a) General. The vessel owner or oper-
ator must ensure the implementation 
of security measures to: 

(1) Deter the unauthorized introduc-
tion of dangerous substances and de-
vices, including any device intended to 
damage or destroy persons, vessels, fa-
cilities, or ports; 

(2) Secure dangerous substances and 
devices that are authorized by the 
owner or operator to be on board; 

(3) Control access to the vessel; and 
(4) Prevent an unescorted individual 

from entering an area of the vessel 
that is designated as a secure area un-
less the individual holds a duly issued 
TWIC and is authorized to be in the 
area. 

(b) The vessel owner or operator 
must ensure that the following are 
specified: 

(1) The locations providing means of 
access to the vessel where access re-
strictions or prohibitions are applied 
for each Maritime Security (MARSEC) 
Level, including those points where 
TWIC access control provisions will be 
applied. ‘‘Means of access’’ include, but 
are not limited, to all: 

(i) Access ladders; 
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